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Introduction

In modern networks the demands for data being readily available continue to increase. A
business experiences increased cost when employees are unable to access critical files or when
systems are not accessible. SureSync provides a powerful set of file replication and
synchronization features to make data more accessible to users.

This document discusses Windows File Server Failover Clusters and the method for

synchronizing data stored within these highly available file servers. In addition, SureSync
database availability and Scheduler redundancy are discussed.

Contact Information

If you need further information about SureSync or need clarification on anything within this
document, please contact our support group and they will be happy to assist you.

Software Pursuits, Inc.
1900 South Norfolk Street, Suite 330
San Mateo, CA 94403

Phone: +1-650-372-0900
Fax: +1-650-372-2912

Sales e-mail: sales@softwarepursuits.com
Support e-mail: support@softwarepursuits.com

Technical support is available between 8:00AM and 5:00PM PST Monday through Friday.

Tested Architecture

SureSync has been tested interacting with a Windows 2012 R2 File Server Failover Cluster in
active/passive mode. This testing includes real-time monitors and file locking.

In the tests, the full SureSync application was installed on a machine outside of the cluster. The
Communications Agent was installed in the cluster as a generic service.

UNC Path Synchronization on a Schedule

Synchronizing to a clustered file server via UNC path on a Scheduled basis requires no additional
SureSync configuration. This configuration would be identical to all other UNC path based Jobs.
The Windows cluster handles virtualizing the server name and all works as expected.

Using the Communications Agent

The Communications Agent provides a powerful set of performance enhancing functionality. This
functionality includes:

e Real-Time Monitors
Real-Time processing increases data availability by continuously monitoring data for
2
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updates. By processing files immediately after they change, SureSync can avoid folder
scans that are necessary for scheduled jobs.
o Remote Differential Compression (RDC)
RDC copies only the changes made to a file, reducing synchronization time and
decreasing the consumption of network resources.
o RDC to Non-Windows Machines
If you map a non-Windows drive to a drive letter on a Windows machine you can
process delta copies to that non-Windows machine. This in turn provides
bandwidth savings between any machines, regardless of the OS.
e File Compression
Transmit files in a smaller package across your network by compressing them. File
compression is particularly useful on slow network connections.
e TCP/IP Transmissions
Transmissions across the Internet give you more options on how you connect to remote
machines. Now it is even easier to keep office branches connected to the information
they need.
e Encryption
Ensure your files are being transmitted securely by encrypting each file transmission.
Multiple FIPS certified encryption algorithms are available. This is an especially useful
and necessary option when transmitting sensitive data across the Internet.
e Change Journal Support for Schedules
When a Schedule is configured to run a Job using the Communications Agent Add-On,
SureSync uses the NTFS Change Journal to minimize the amount of scanning
performed. Eliminating much of the scanning creates a significant performance
improvement for Schedules.

When using the Communications Agent with a file server cluster, you must configure the
Communications Agent service to operate as a Generic Service within the cluster role. This
allows the cluster to start the Communications Agent properly on the passive node when failover
occurs.

High Availability for SureSync & the Database

If you are attempting to create a highly available SureSync environment, the SureSync machine
and the machine hosting the SureSync database can be single points of failure. For example, a
reboot of the SureSync machine to apply Windows updates will result in downtime of the
synchronization environment for the length of the reboot. In many environments, this is an
acceptable amount of downtime.

In environments where higher levels of availability are desired, it is recommended that the
SureSync database be a SQL database stored on a clustered Microsoft SQL server. This makes
the database highly available.

You can install SureSync on multiple servers and run multiple Schedulers to provide an additional
level of redundancy / availability.

Example Architecture

The full SureSync application (where the SureSync Desktop is installed) should not be run inside
a cluster. Instead, SureSync should be installed on a machine outside of the cluster and the
Communications Agent ran within the cluster. For the Communications Agent to function properly,
it must be configured as a generic service within the cluster.
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Expected Behavior on File Server Failover

If you are running a Real-time Monitor, when the primary node in the cluster goes offline, failover
will occur. When failover occurs, the path that resides on the cluster will temporarily go offline and
then recover. The cluster takes a few seconds to complete the failover process and during that
time the path will be offline.

If you are running a Schedule to a clustered file server during a failover the path will be dropped
and the Schedule will be rescheduled to its next execution time. Retries can be configured on the
Scheduling tab if you would like the Schedule to run again right away when this type of error is
encountered.

The SureSync Database

The SureSync database is required to be available for SureSync to operate. If the database
machine goes offline, the synchronization process will stop until the database is available again.
The database is the first item to consider when attempting to increase SureSync availability.

The recommendation for environments where high availability is a requirement is to use a SQL
database hosted within a SQL cluster. The SQL cluster makes the database highly available.
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Using Multiple Schedulers

The Scheduler is the Windows service within SureSync responsible for launching Schedules and
Real-Time Monitors at their appropriate times. In most environments, a single Scheduler is used.
The Scheduler service is most commonly installed on the same machine as the full SureSync
installation.

In highly available environments, Windows maintenance and other hardware issues can result in
synchronization downtime. This downtime can be minimized with the use of multiple Schedulers.
This requires at least two machines running the full SureSync application. The SureSync
installation on each of the machines will open the same database and a Scheduler will be
installed on each machine.

Step 1 — Select Machines and Install SureSync

Select two machines that will run SureSync Scheduler services. Launch the SureSync7Setup.exe
and install the full SureSync application using the “SureSync” option on the “Which features of
SureSync 7 do you want to install” panel.

@- " SureSync 7 Setup - InstallAware Wizard

Which features of SureSync 7 do you want to install?

(®) SureSync

Installs the full SureSync application that includes the S5ureSync Desktop,
the Communications Agent and required components for File Locking,
SyncLockStatus server, Endpoint, and SQL Protection,

() Communications Agent

Installs the Communications Agent only. Includes the required
components for File Locking, SynclockStatus server and 501
Protection,

Cancel

Step 2 — Install the Scheduler on the First Machine

If SureSync is already deployed in your environment, you likely already
have the product installed on a machine with a Scheduler running. In
that case, you can move to installing the Scheduler on the second
machine.

On the first machine, launch SureSync and open the SureSync database. To perform the
installation, click on the “Home” button in the upper left hand corner of the SureSync Desktop.
Click on “Scheduler Services” to launch the Scheduler Services panel.
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Scheduler Services - O

Scheduler Service on this machine

Install

Identify the servers to run the Scheduler Service. These machines must
already be configured to run the Communications Service. You may
start or stop the Scheduler Service from this form.

Add
Remove
Click the “Install” button.
Scheduler Service Logon Information = &

The Scheduler credentials are used to access your database, job
lack files, and log or trace files, Files processed by jobs use the
credentials specified in the Communication Agent configurations
for each machine.

Please specify the user name to use for this service in the format
"[domain name]\[user name] " or [computer name]\[user name].
You may specify "\user name]" for an account on the local
maching.

For 5QL Server databases, the user must be 2 DE Owner of the

SureSync database.
Userld [<domain>\<user id>]
B Cancel
dormain\user
Password Clear
sssssees
Save

Confirm Password

(TTTT T .4 |

The user account the Scheduler service runs under must be a member
of the local administrators group on the SureSync machine. If using
SQL, the account must also be a DBOwner on the SureSync database.

On the installation panel, you will provide a User Id and password. The User Id must be provided
in domain\user or machinename\user format. Enter the password for the account twice and click
the “Save” button.

You will receive confirmation that the service has been successfully installed.
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Suresync

Scheduler Service was successfully installed
on DEV13.

The Scheduler will now be listed on the Scheduler Services panel in a “(Stopped)” state.

Scheduler Service on this machine

nsta Uninstall

Identify the servers to run the Scheduler Service. These machines must
already be configured to run the Communications Service. You may
start or stop the Scheduler Service from this form.

[ #DEV13 (Stopped)

Click on the Scheduler and then the “Start” button to start the Scheduler.

Scheduler Service on this machine

nsta Uninstall

Identify the servers to run the Scheduler Service. These machines must
already be configured to run the Communications Service. You may
start or stop the Scheduler Service from this form.

#¥DEVI3 (Running)

Step 3 —Install the Scheduler on the Second Machine

First, you must launch SureSync on the second machine and open the shared database. This is
accomplished by launching the SureSync Desktop, clicking on Home, Database, and Open
Existing Database. Provide the same database details used on the first machine.
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Repeat the steps to install the second Scheduler service from the second machine. The result will
be a Scheduler Services panel that shows two Schedulers that are both running.

Scheduler Services - O

Scheduler Service on this machine

Uninstall

Identify the servers to run the Scheduler Service. These machines must
already be configured to run the Communications Service. You may
start or stop the Scheduler Service from this form.

#'7DEV13 (Running)

' JEFFK-HE (Running) Add

Remave

Understanding How the Schedulers are Used

Understanding how multiple Schedulers are used is important. Multiple Schedulers allow you to:

e Distribute load across multiple SureSync machines from a shared database
e Achieve a higher level of availability for the synchroniation / replication process

On the Options tab of a Schedule or a Real-Time Monitor, two options determine how the
Schedulers will act upon the item.

These options are:

e Computer that should excute this Schedule / Real-Time Monitor
o If the specified server is unavailable, use any server running the Scheduler Service

These options are highlighted in the screenshot below.

8
Software Pursuits, Inc.
www. SoftwarePursuits.com



http://www.softwarepursuits.com/

Ss SureSync Desktop - Software Pursuits
m SureSyne SQL Protection SureSync Endpoint (7]}

. 3 == |

e (q e o s

' E o . mlm EE 4
Start Log Viewer EntStatus | Job Restore Schedule Real-Time Menitor Folder .
Job Create
» ([ 4 Path RTM (Held) _ _ :
Real-Time Monitor Cluster Monitor

» [ 5 Path RTM (Held}

- = = =
» Dﬁpath RTM (Held) General | Jobs | Intervals | Options | Alerts | Scripts | Logging | Security

» G Cluster Monitor {Held) Computer that should execute this Real-Time Monitor | (Any Schedulerﬁervice} v
L G ComplexStructure (Held) If the specified server s unavailable, use any server running the Scheduler Service.
» G Jason Kent RTM (Hald) Use File Locking to Ioc%a Il files opened with write access

» G LinkChk (Held) [[] Cancel active file copying when ending intervals

» G Lacking to Home (Held) Number of times to restart a failed Real-Time Monitor (D=unlimited) 0 =

L G Multiple Job Test {Held) Time between retries (hours:minutes)  00:05 @

» G Publish and Subscribe (Held
b () Real-Time SalesData (Held]
b [ ReFS (Held)

» G Remote Deltas (Held)

[ o T C o= oo

Licensed to: Software Pursuits, Inc. | SureSyncV7 |-

The “Computer that should execute this Schedule / Real-Time Monitor” option defaults to “(Any
Scheduler Service)”. With this option selected, the Scheduler on either machine can execute the
Schedule or Real-Time Monitor.

It is important to understand that the SyncFiles.exe process responsible for performing the
synchronization for the Schedule or Real-Time Monitor in quesiton is executed on the machine
where the Scheduler is running. If you have Serverl and Server 2, the “(Any Scheduler Service)
option could result in the process being executed on either one of the servers.

If you look at the drop-drop menu, each Scheduler will be in the list. If you select Serverl, the
specific Schedule or Real-Time Monitor in question will first attempt execution on Serverl. With
this functionality, you can distribute load between machines. For example, you could have 10
Schedules in the database and have 5 excuted on each server.

The “If the specified server is unavailable, use any server running the Scheduler service” option is
important for availability. With this option enabled, if the Scheduler defined in the “Computer that
should execute this Schedule / Real-Time Monitor” option is not available then another Scheduler
will be used.

If the “If the specified server is unavailable, use any server running the Scheduler service” option
is not enabled then the Scheduler will only execute on the machine defined in the “Computer that
should execute this Schedule / Real-Time Monitor” option.

How Multiple Schedulers Increase Availability

If you have multiple Schedulers installed and the “If the specified server is unavailable, use any
server running the Scheduler service” option is enabled, you get an availability benefit. Assume a
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Real-Time Monitor is running on Serverl and Serverl is rebooted. The Real-Time Monitor will go
to the “Waiting to start” state and another Scheduler will start the Monitor on the other machine.

Limitations of Multiple Schedulers

The amount of time that it takes for the second Scheduler to detect the need to start the Schedule
or Real-Time Monitor that was running on the first machine can be anywhere from 2-10 minutes.
The process is not immediate. However, multiple Schedulers do provide a higher level of
availability.

Another limitation is that there is no “fallback.” If Serverl was running a Real-Time Monitor and
was rebooted then Server2’s Scheduler would detect the issue and start the Monitor. When
Serverl is back online, the Real-Time Monitor remains running on Server2. If you have Serverl
defined in the “Computer that should execute this Real-Time Monitor” option on the Options tab,
you can get the process back on Serverl by restarting the Real-Time Monitor.

Installing the Communications Agent in a Cluster

When performing the installation, the Communications Agent must be installed on each node in
the cluster. The service must already exist as an installed service on the nodes before you can
configure the Communications Agent to run as a generic service.

This guide is not intended to be a support resource for proper cluster
configuration or maintenance. The guide’s purpose is only to provide a
conceptual overview of how the Communications Agent can be used in
a cluster. Software Pursuits is unable to provide technical support
related to the actual operation of a cluster. These questions should be
directed to Microsoft.

Creating a new Failover Cluster Role

To configure the Communications Agent to run as a generic service you should launch the
Failover Cluster Manager. On the Actions menu located on the right side of the manager, click on
the “Configure Role...” button.

Actions
Roles -
3—::__- Configyre Role...

‘urirtuall&achines... »

=i Create Empty Role
View »
7l Refresh

E Help
This will launch the High Availability Wizard.
10
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@ Before You Begin

This wizard configures high availability for a role. After you successfully complete this wizard, if a clustered
Select Role server fails while running the role, another clustered server automatically begins running the role (@
process known as fallover). if the role tseff fails, it can be automatically restarted, either on the same:
server or on another server in the cluster, depending on options that you specify.

If you want to cluster a complex application such as a mail server or database application, see that
application’s documentation for information about the comect way to install it.

[] Do not show this page again

Click the “Next” button to continue.

Click on the “Generic Service” option.

@ Select Role

Before You Begin Select the role that you want to configure for high availabilty:

Select Service

14 DFS Namespace Server ~ || Description:
CEihEEE A SHDHCP Server You can configure high availability for
{4~ Distributed Transaction Coerdinator (D _ || some services that were not originally
Select Storage ‘i Fie S oTe) = || designed to run on a cluster. For mare
Replicate Registry I& Senver information, see Configuring Generic
Settings E.aGenen'c Ppplication Applications, Scripts, and Services
) | Generic Script
LU ®  Generic Service
%gﬁg;ﬁy“'gh 2 Hyper-V Replica Broker
<C-i5CS! Taraet Server v
Summary
<Previous || Net> | [ Cancel

Click the “Next” button to continue.

In the “Select Service” dialog, scroll down and select the “Software Pursuits Communications
Agent for SureSync 7” service.

11
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@ Select Service

Before You Begin Select the service you want to use from the list:
Select Role

Mame Description -~
SNMP Trap Receives trap messages generated by local orr...
CEriE=s Software Protection Enables the download, installation and enforce
Select Storage Software Pursuits Communications Agent for Sur...  This service implements communications functi...
Replicate Registry Special Administration Console Helper Allows administrators to remotely access a com...
Settings Spot Verifier Verffies potertial file system comuptions
Trri=n SSDP Discovery Discovers networked devices and services that... |:|
. . Storage Tiers Management Optimizes the placement of data in storage tiers..
Configure High o
Availabilty Superfetch Maintzins and improves system performance ov...
System Event Notification Service Manitors system events and notifies subscribers... |+
Summary
<Previous |[ Net> | [ Cancel

Click the “Next” button to continue.

The next panel is where you define the Client Access Point. This is the name that end users will
use when accessing this clustered role.

@ Client Access Point

Before You Begin Type the name that clients will use when accessing this clustered role:
Select Role
Select Service

MName: |AgentCluster|

ﬂThe NetBIOS name is limited to 15 characters. One or more DHCP IPv4 addresses were configured

Select Storage automatically. Al networks were configured automatically.

Replicate Registry

Settings

Corfirmation

Configure High
Availability

Summary

Click the “Next” button to continue.

The next wizard panel allows you to define storage that will be accessible to the generic service.
Check the boxes for the storage you want to make available. Additional storage can be added
later.
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@ Select Storage

Before You Begin Select onfy the storage volumes that you want to assign to this clustered role.
—— You can assign addtional storage to this clustered role after you complete this wizard.
e

Select Service
Client Access Point

Name:

4.93 GB free of 4.97 GB

Replicate Registry
Settings

Corfirmation

Configure High
Availability

Summary

Some available disks are not listed because they do not contain any formatted partitions.

<Previous || Net> | [ Cancel

Click the “Next” button to continue.

The next panel allows you to define the replication of registry keys for the generic service. This
does not need to be configured for the Communications Agent.

@ Replicate Registry Settings

Before You Begin Programs or services may store data in the registry. Therefore, it is important to have this data available on
the node on which they are running. Specify the registry keys under HKEY_LOCAL_MACHINE that should
Select Role be replicated to all nodes in the cluster.

Select Service
Client Access Point
Select Storage

Replicate Registry
Settings

Confirmation

Configure High
Availability

Add.. H Modify... || Remove

Summary

<Previous || MNew> | [ Cancel

Click the “Next” button to continue.

The next panel provides summary information about the configuration that has been performed in
the wizard.
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2

& High Availability Wizard =

“%— Confirmation
i

Before You Begin You are ready to configure high availability for a Generic Service
Select Role

Select Service N .
Software Pursuits Communications Agent for SureSync 7

Client Access Point Service: (SPIComService7)

Select Storage Storage: Cluster Disk 2

Replicate Registry Network Name: AgentCluster )

Settings ou: OU=TestCluster, DC=spi-intranet, DC=com
IP Address: DHCP address on 192.168.120.0/24
Parameters:

Configure High

Awailability

Summary

To continue, click Next.

< Previous || Meat > | | Cancel

If all looks correct, click the “Next” button to continue.

The wizard will then move to the “Configure High Availabilty” phase and perform the
configuration. When finished, a summary will be displayed.

2y

& High Availability Wizard =

QE::] Summary

Befare You Begin High availability was successfully configured for the role
Select Role
Select Service

Cliert Access Poirt Generic service

Select Storage

Replicate Registry

ings . Software Pursuits Communications Agent for SureSync 7
Settings Service: (SPIComService7) ? v
Confimation Storage: Cluster Disk 2
Configure High Metwork Name: AgentCluster
Availability ou: OU=TestCluster,DC=spi-intranet,DC=com

IP Address: DHCP address on 192.168.120.0/24
Parameters:

To view the report created by the wizard, click View Report.

To close this wizard. click Finish.

Click the “Finish” button to exit the wizard.

Additional configuration is likely to be needed. For example, if you're going to allow end users to
access files stored within the cluster you would want to add a file share to the role configuration.

Adding the Communications Agent to an Existing Role

The Communications Agent can also be added to an existing failover cluster role. For example, if
you have an existing file server and file share structure in a cluster role, you can add the
Communications Agent to the Role using the “Add Resource” function.

To add the Communications Agent as a generic service, first click on the Role.
14
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On the Actions panel, under the Role name is an option to “Add Resource.” Click on “Add
Resource” and a menu will show allowing you to select “Generic Service.”

AgentCluster -
Start Role

Stop Role

Add File Share

Mowve 4
Change Startup Pricrity »
Information Details...

Show Critical Bvents

Add Storage

Add Resource I} 2
Maore Actions 2
Remove

Properties

Help

B X 0 e (2 @ B & 4 i

The New Resource Wizard will launch and display a list of available services on the machine.
Scroll down and select the “Software Pursuits Communications Agnet for SureSync 7" service.

-~ New Resource Wizard

E?:_I Select Service

Corfimation

Select the service you want to use from the list:

Corfigure Generic Name Description ~

Service Smart Card Removal Policy Allows the system to be configured to lock the ...
Summany SMB Witness SMB Witness accelerates SMB clierts reconne. ..
: SNMP Trap Receives trap messages generated by local orr...

Software Protection Enables the download, installation and erforce

Software Pursuts Communications Agent for Sur...
Special Administration Console Helper
Spot Verfier

S5DP Discovery

Storage Tiers Management

This service implements communications functi...
Allows administrators to remotely access a com...
Verfies potential file system comuptions.

Discovers networked devices and services that. .
Optimizes the placement of data in storage tiers. ..

Click the “Next” button to continue.

Ned> | [ Cancel

15
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@ Confirmation

Select Service *You are ready to make a Generic Service:
Confimmation

Configure Generic

Service Software Pursuits Communications Agent for SureSync 7

Service: (SPIComService?)

(s

Summary

Parameters:

To continue, click Next.

Click “Next” to continue.

@ Summary

Select Service The new resource was successfully created and configured.
Confirnation

Configure Generic
Senvice

Summary X L
Software Pursuits Communications Agent for SureSync 7

Service: {SPIComServiceT)
Resource: Generic Service
Parameters:

To view the report created by the wizard, click View Report.
To close this wizard, click Finish.

.

Click “Finish” to exit the wizard.

The generic service will be added to the cluster role but will be in an “offline” status. Before
bringing the service online, some options should be configured.

16
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=

File Action View Help
=% 2= @
4 Failover Cluster Manager Role | Actions
4 &7 SPITestCluster.spi-intranet.| Search O] Queres w[id *| v
=% Roles I
(5 Modes MName Status Type Cwner Node Priority 35 Configure Role...
b (4 Storage 1% AgentCluster (%) Partially Run_ Generic Service spitestnode2 Medium Virtual Machines... »
55 Networks B Createt Rol
Cluster Events reate Empty Role
View >
<] w [>|[@ Refresh
a0 Help
v %wm« Prefemred Owners:  Any node
\SciwareRursiits CommunicationsidqentifonSsad |
Name Status Information # Bring Online
Storage fd Take Offline
2 Cluster Disk 3 (®) Oniine Information Details...
File Server ] Show Critical Events
é,, File Server (\\AgentCluster) @ Online B More Actions 3
Roles K Remove
|, Software Pursuits Communications Agent for SureSync 7 (#) Offine: Properties
LI W \ I | =
(<1 [ [ 5 ||[Summary | Resources [Shares s

To perform the configuration, right click on the “Software Pursuits Communications Agent for
SureSync 7” role and click “Properties.”

The critical setting for the Communications Agent is found on the General tab. The “Use Network
Name for computer name” option must be checked as shown below.

Advanced Policies I Reaistry Replication
General | Dependencies | Policies

Mame: |Soﬂware Pursuits Communications Agent far SureSyr
Type: Generic Service
Status: Online

Service name: |SPIComSenriceT-"

Startup parameters: |

[w] Use Network Narﬁfﬂr computer name

Click the “OK” button.
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To bring the generic service online, click on “Software Pursuits Communications Agent for
SureSync 7" under the Role and on the Actions pane click the “Bring Online” button.

Software Pursuits Communications Agent for 5. =

]

i
%

Bring Online

Take Uffline

Information Details...

Show Critical Events

Mare Acticns »
Remove

Properties

DEX0E@

Help

Configuring the Communications Agent Machine for the Cluster

Once the Communications Agent generic service has been defined in the cluster. The
Communications Agent must be added into SureSync. This task is performed with the same
procedure as adding any other Communications Agent.

To perform this configuration, launch SureSync, click on the “Home” button, click
“Communications Agent” and click the “Configure Communications Agents” button.

Once the Communications Agent Configuration panel loads, click on the “Computers” tab.

18
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55 Software Pursuits Communications Agent Configuration = =
Instructions | Computers Publish

All machines referenced by jobs in your database will be listed here. Machines listed that are not using a
Communications Agent are machines accessed using a UNC path.

Select a computer from the list to edit its settings.

[Please select a machine fram the list] * | Add Mew Machine Delete Machine

Identified as a server,

Credentials and Options

Run a Communications Agent on this machine

Login Name Enter: domain\username of

Password ssesesesss

Try to automatically discover other SureSync Communication Agent Services

A SureSync Scheduler Service runs on this machine®

Diagnostics
Use these options when directed by Software Pursuits support staff to help diagnose problems. These options
only affect the selected machine and must be published to that machine to be recognized.

The trace options specified here will not trigger tracing of job activity, which must be specified by job. These
options only affect service activity that is not directly associated with a specific job. Status traces are never
associated with a job.

Trace /O Service
Trace Status Service
Trace Journal Service

Trace File Locking Driver

Trace Qutput Folder Enter the local path of a folder to receive traces

Select the Communications Agent from the drop-down menu to begin configuring it. You may
enter a name for it by clicking the “Add New Machine” button.

The machine name listed in the "Select a computer from the list to edit
its settings" drop-drop menu must be the “Client Access Point” defined
when configuring the cluster resource for the Communications Agent. In
this example, the name is AgentCluster. Using an IP address or a
random name in the drop-drop menu will result in the test failing.

You will then want to:

1. Check the box that says "Run a Communications Agent on this machine."
2. Enter a username with adequate permissions to that machine in the “Login Name” field.
We recommend a domain administrator account. Be sure to configure the account as

domain\user. If you wish to use a local account on that computer, it can be formatted as
machinenamel\user.

3. Enter the password for the account in the "Password" field.

4. Click the “Save” button. When a Communications Agent configuration is saved, a default
connection for TCP port 9033 is created automatically. In most environments, only the
default connection is used.

5. If you want to test the configuration, click the “Test Connection” button.

These steps also need to be performed for other machines in the synchronization environment.
Please refer to the SureSync Pro Evaluator’'s Guide for an example scenario. An example of a
completed Communications Agent configuration is shown in the screenshot below.
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All machines referenced by jobs in your database will be listed here. Machines listed that are not using a
Communications Agent are machines accessed using a UNC path.

Select a computer from the list to edit its settings.

Add New Machine Delete Machine

Identified as a server,
Credentials and Options
Specify options related to the Communications Agent Service running on spitest-win2k3.
Run a Communications Agent on this machine
Login Name = domaintuser
Password oooococ-l
[] Try to automatically discover other SureSync Communication Agent Services

[] A SureSync Scheduler Service runs on this machine™

Test TCP Connection: "spitest-win2k3', Port 9033

Diagnostics

Use these options when directed by Software Pursuits support staff to help diagnose problems. These options
only affect the selected machine and must be published to that machine to be recognized.

The trace options specified here will not trigger tracing of job activity, which must be specified by job. These
options only affect service activity that is not directly associated with a specific job. Status traces are never
associated with a job.

[] Trace I/O Service
[C] Trace Status Service
[] Trace Journal Service

[ Trace File Locking Driver

Trace Output Folder | Enter the local path of a folder to receive troces

Cancel Save

Updating the Communications Agent in a Cluster

When updating the Communications Agent in a cluster, it is recommended you run the setup on
the passive node first. Once that node is updated then update the active node’s copy of the
Communications Agent.

It is recommended that you run a test to the cluster agent after an upgrade. This is done by
launching the SureSync Desktop. Click on the “Home” button, click on Communications Agents
and finally click the “Configure Communications Agents” button. On the computers tab, select the
cluster name from the list and click the “Test TCP Connection” button.

It is important that the cluster start the Communications Agent service. In a cluster, a generic
service is set to the “Manual” startup type. The cluster manages starting the service on the
appropriate node. This process also allows the cluster to substitute the cluster name for the
NetBIOS computer name presented to the service. This cluster name substitution is critical to the
Communications Agent functioning correctly in the cluster.

If the test of the connection returns a message about the request being received by the individual
node’s computer name instead of the cluster name, bring up the Failover Cluster Manager. Click
on Roles, select the Role running the Communications Agent as a generic service and click on
Resources tab. Select the Communications Agent under Roles. Take the Communications Agent
offline and bring it back online. This will trigger the cluster to stop and start the service which
should resolve the name issue.
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